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Information about a security breach

On 29 August 2019, following messages received from an Israeli cyber security media (VPN Mentor), 
Option Way identified an IT security breach, which was resolved immediately. This flaw has been detec-
ted and operated by VPN Mentor on August 20, 2019, and after analyzing the activity on the servers, no 
other irregular activities were found.

Thus, to our knowledge, only VPN Mentor was able to access this security vulnerability. VPN Mentor is a 
media recognized for the detection of cyber-security vulnerabilities, their purpose is not to exploit data 
exposed to for fraudulent purposes.

The security breach concerned the security of our log indexing system, which was not properly updated 
on July 24, 2019. This component is isolated from the rest of the production information system and 
does not allow access to or corruption of other servers. The log indexing system is used to process pos-
sible problems with current bookings.

This system contains flight booking data (personal data of passengers and flights) over a 15-day rolling 
period, but no credit card data. By detecting this computer vulnerability, VPN Mentor was able to access 
the log indexing system with data from August 4 to 20, 2019, or about 1,500 flight bookings.

Positioned on the passenger side, Option Way is particularly attentive to the protection of its travellers’ 
personal data. The company has already strengthened its security mechanisms and is currently in the 
process of implementing a complete review of its internal processes to ensure their effectiveness. The 
company will also carry out a complete security audit.

In accordance with the RGPD regulations, Option Way informed the CNIL of this event. The manage-
ment is also in contact with its partners, customers and suppliers in order to keep them informed in a 
transparent manner.

About Option Way : www.optionway.com 
Option Way is the new expert in air travel for travellers. Option Way simplifies the booking of flight tickets and gives 
you access to the best prices. In addition, no more unpleasant surprises, on Option Way, prices are all-inclusive, at no 
extra cost. And don’t worry, our aviation experts are always available to assist you.
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